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In the evolving threat landscape, possessing a dual lens - that of both attacker and defender - 
is not only advantageous, it is essential. As I advance in my cybersecurity journey, the 
MITRE ATT&CK, D3FEND, and ENGAGE frameworks have become foundational 
components in my methodology.  
 
Together, these frameworks enable a threat-informed defense, where security decisions are 
made with a clear understanding of adversarial behavior, defensive capabilities, and 
engagement strategy. 

 
 
⚔️ MITRE ATT&CK: Adversary Emulation and Offensive Thinking 
 
MITRE ATT&CK (Adversarial Tactics, Techniques, and Common Knowledge) is an 
open-source, globally recognised framework that categorises real-world adversary behavior 
into tactics (the "why") and techniques (the "how"). In offensive security, ATT&CK allows 
me to emulate real threat actors with precision, improving red team realism and penetration 
testing coverage. 
 
Offensive Value: 
 

●​ Adversary Emulation: I model attack chains based on known threat actor behavior 
(e.g., APT29, FIN7), which lets me mimic how attackers move laterally, escalate 
privileges, and exfiltrate data.​
 

●​ Coverage Mapping: When conducting assessments, ATT&CK helps me map which 
tactics and techniques are used, ensuring I don’t miss critical vectors such as Initial 
Access via valid accounts or Lateral Movement via Pass-the-Hash.​
 

●​ Automation Alignment: I develop tools that automate techniques outlined in 
ATT&CK (e.g., T1059 – Command and Scripting Interpreter), accelerating 
assessment workflows.​
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Defensive Impact: 
 

Even though ATT&CK is often associated with red teaming, it dramatically enhances blue 
team operations by: 
 

●​ Detection Engineering: I use ATT&CK to guide SIEM rule development and threat 
detection logic. For example, detecting persistence mechanisms like registry run keys 
(T1547.001).​
 

●​ Threat Hunting: My hunts are hypothesis-driven, built around ATT&CK techniques 
such as credential dumping (T1003) or scheduled task abuse (T1053).​
 

●​ Gap Analysis: Security teams can map their visibility and detection capabilities 
against the ATT&CK matrix, allowing for targeted improvements.​
 

 
 
🛡️ MITRE D3FEND: Structured Defensive Knowledge for Control Optimization 
 
Where ATT&CK provides the offensive blueprint, MITRE D3FEND delivers a formalised 
set of defensive countermeasures. It categorises defensive techniques in the same structured 
format, bridging the gap between threat knowledge and mitigation strategy. 
 
Defensive Value: 
 

●​ Control Mapping: I utilise D3FEND to match security controls with specific 
adversary techniques. For instance, deploying Process Argument Obfuscation 
Detection directly addresses obfuscated command-line attacks.​
 

●​ Defense in Depth: D3FEND encourages layered defenses through techniques like 
Artifact Integrity Validation and Execution Prevention, improving system hardening.​
 

●​ Tool Justification: When selecting or evaluating security tools, I reference D3FEND 
techniques to ensure comprehensive coverage of prevention, detection, and response 
capabilities.​
 

 
 
 
 
 
 

Lucio Rodrigues - Cybersecurity Portfolio 



Offensive Relevance: 
 
Understanding D3FEND empowers offensive testing to go beyond simple bypasses: 
 

●​ Bypass Engineering: Knowing which defensive mechanisms (e.g., Credential Use 
Monitoring) are likely in place allows me to test real-world evasion techniques.​
 

●​ Assessment Feedback Loops: Post-engagement, I use D3FEND terminology to 
suggest tangible mitigation and detection strategies that are mapped to tested 
ATT&CK techniques.​
 

 
 
🤝 MITRE ENGAGE: Structured Adversary Engagement and Active Defense 
 
MITRE ENGAGE is a newer framework that formalises adversary engagement, a 
proactive methodology that includes deception, denial, and adversary interaction. ENGAGE 
goes beyond passive defense, allowing organisations to shape adversary behavior and gain 
threat intelligence through controlled interaction. 
 
Offensive Security Relevance: 
 

●​ Red Team Strategy: Understanding ENGAGE helps me simulate environments with 
honeypots, honey credentials, and fake crown jewels to test adversary reactions and 
measure engagement effectiveness.​
 

●​ Campaign Design: Red team exercises are more sophisticated when the goal is not 
just compromise, but also to see how defenders detect, respond, and learn from the 
intrusion.​
 

Defensive Security Enhancement: 
 

●​ Deception-as-Defense: I deploy decoy systems and credentials informed by 
ENGAGE practices, diverting attackers away from critical assets and alerting early to 
breaches.​
 

●​ Active Defense Playbooks: I integrate active engagement strategies into blue team 
workflows, enriching incident response with real-time intelligence and adversary 
attribution insights.​
 

●​ Proactive Threat Hunting: ENGAGE promotes deliberate defender actions that 
proactively shape the attack surface, increasing adversary cost and confusion. 
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Tying It All Together: A Unified Threat-Informed Defense Strategy 
 
Understanding MITRE ATT&CK, D3FEND, and ENGAGE isn't about checking boxes, it’s 
about embracing a mindset where every security action is tied to real-world adversary 
behavior. These frameworks allow me to: 
 

●​ Think like an attacker using ATT&CK. 

●​ Defend intelligently with D3FEND. 

●​ Deceive and disrupt proactively with ENGAGE.​

 

This trifecta enables holistic security, where my ability to exploit a system is directly tied to 
my ability to protect it, and vice versa. I build my tools and write my detection logic with this 
threat-informed approach in mind, ensuring the practical skills I bring to the table reflect real 
operational security needs. 

 
 
Final Thoughts 
 
My approach to cybersecurity is rooted in practical adversary emulation and 
defense-aware offensive capability. The frameworks developed by MITRE aren’t just 
theory, they’re embedded in the way I assess risk, build tools, hunt threats, and communicate 
findings.  
 
Whether I'm automating scans, developing SIEM use cases, or documenting tool 
walkthroughs, this structured mindset is what underpins every line of code and every line of 
defense I design. 
 
In a world where static defense is no longer enough, the ability to dynamically shift between 
offense and defense, and communicate that strategy with a shared taxonomy, is what sets a 
cybersecurity professional apart. 
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